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Abstract

This study aimed to identify the acquisition of the use of digital
signature in the management of information technology centers (ICT) in
the Palestinian universities in the Gaza Strip represented in the
(development of the infrastructure of the ICT, the attention of senior
management of the ICT using digital signature, a legal and legislative
requirements for the use of digital signature, adoption -electronic
correspondence and policies to protect electronic information), the study
aims to clarify the importance of preserving the security of information and
the use of technologically advanced equipment to protect privacy through
electronic correspondence.

The researcher used descriptive analytical approach, where a study of all
the staff of information technology centers in the Palestinian universities in
the Gaza Strip, has been relying on results of the data collection by a

questionnaire distributed 75; respondents were 58 which mean 77%.

The study concluded that the digital signature technology is not used
in the information technology centers at Palestinian universities in the Gaza
Strip, and security hardware and software used in the information
technology centers need to be updated to be able to protect electronic
information efficiently and staff information technology centers have

limitations of the concept of electronic signature.

The study came out several recommendations, including: the
administrations of the Palestinian universities need to adopt electronic
correspondence using official electronic signature, updating security
equipment and the development of information security software currently
used in the information technology centers, and special annual budget
allocation to information security and training the staff of information
technology centers in the area of information security, the formulation and
development of policies for the security of information and using electronic

signature constantly in the information technology centers.
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%72.41 (5.8)
( @) )
-9
(5.9)
16 24 18
67.66 | 0.772 | 2.03 | =1 113813103 %
%31.03 (5.9)
%41.38
%27.59
%67.66
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(oracle)

(5.4)
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(5.10)

II%60II

(5.10)

%71.72 % 61.38
.0.05

0.000 [ 4.147 | 71.72 | 3.59 3
0.000 | 4.271 | 70.34 | 3.52 4
0.001 | 3.512 | 69.66 | 3.48 5
0.637 | 0.475 | 61.38 | 3.07 6
0.001 | 3.630 | 69.66 | 3.48 7

2.00 = (0.05) (57) t )

2.66 = (0.01) (57) t

(3) (5.10)
%71.72
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65.86

(6)

%69.66

(4)

%70.34

(5)

%69.66

(7)

(1)

.(6)

(2)

%64.48
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(15)
(8)

- (6)

23.66
0.05

(5.11)

(5.11)

.9)
(5.10)
%61.38
0.000 % 67.59
¢

“ **0.821 ‘

0.250 = (0.05)
0.325 = (0.01)

92

(56) *
(56) *k
(5.11)
0.01
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(a <0.05)

0.05

(5.12)
|I%60|I

%74.83
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(5.12)

8 10.695]0.394 | 61.03| 3.05 9
2 10.000 | 4.018 | 71.03 | 3.55 10
4 10.005 | 2.899 | 67.93 | 3.40 11
5 |0.110 ] 1.622 | 65.52 | 3.28 12
1 [0.000 | 5203|7483 | 3.74 13
9 10.006 7829 53.10 | 2.66 14
6 [0.118|1.585|64.48 | 3.22 15
3 10.000 [ 3.762 | 70.34 | 3.52 16
0.003 | 3.141 | 65.82 | 29.62
2.00 = (0.05) (57) t
2.66 = (0.01) (57) t
(13) (5.12)
%74.83
n (10)
%71.03

AR\ Zyl_ilsl .
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(16) (5.12)

%70.34

(11)
%67.93

(10)

(12)

%65.52

(7) (6)

(1)

(19)

%64.48
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(8)

%64.14
(15)
©) (12)
%61.03 "
.(15) (8)
- - (14)
%53.10 "
Digital
(24) Certificates
29.62 (5.12)
0.05 0.003 % 65.82
L4
(5.13)
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(5.13)

“ **(0.885

0.250 = (0.05) (56) *
0.325 = (0.01) (56) o
(5.13)
0.01

(2006) Thomas

(o < 0.05)
3
(5.14) t
Il%60|l
%78.62 % 66.21
(5.14) 0.05
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(5.14)

(58= )

5 0.069 | 1.856 | 66.21 | 3.31 17
1 0.000 | 7.304 | 78.62 | 3.93 18
4 0.004 | 2.972 | 68.28 | 3.41 19
2 0.000 | 7.046 | 78.62 | 3.93 20
3 0.003 | 3.056 | 69.66 | 3.48 21
0.000 | 5.870 | 72.28 | 18.07
2.00 = (0.05) (57) t
2.66 = (0.01) (57) t
(18) (5.14)
% 78.62 "

(Rodney, 2004)

" (20)
%78.62 '
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(21)

%69.66 '
(19) (5.14)
%68.28
(17)
%66.21

(20) (19) (13)

% 72.28 18.07

0.05 0.000

(20)
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(1999) Borasky
(2004) Edward
(2004) Rodney

(19)  (18)

(5.15)

(5.15)

7

**0.625
0.250 = (0.05) (56) *
0.325 = (0.01) (56) o
(5.15)
0.01
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(2004) Rodney

(a <0.05)

(a< 0.05)

(5.16)
|I%60|I

0.05

(19)  (17)

%76.21 % 52.41
(5.16)
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(58 =

)

(5.16)

102

(29)

0.002 | 3.236 | 70.34 | 3.52 22
0.000 | 5.457 | 76.21 | 3.81 23
0.006 2872 5241 | 2.62 24
0.000 | 3.970 | 71.72 | 3.59 25
0.000 | 4.169 | 72.76 | 3.64 26
0.000 | 4.065 | 68.69 | 17.17
2.00 = (0.05) (57) t
2.66 = (0.01) (57) t
(23) (5.16)
%76.21
n (26)
%72.76 !
(18)
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(19)  (18)

(22)

0.05

(5.17)

0.000

%71.72

(5.16)

%70.34

28)

(24)

%52.41

(5.16)
%68.69

(2007) Christopher

(1998) Wilson
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(5.17)

“ **0.763 ‘

0.250 = (0.05) (56) *
0.325 = (0.01) (56) ok
(5.17)
0.01
)
(
.(2001) David
(o< 0.05) "
(@ < 0.05)
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(5.18) t
%60"
0.05 9%76.90 % 53.45
(5.18)

(5.18)

(58= )

1 10.000| 6.897 | 76.90 | 3.84 27

5 10.074 | -1.821 | 65.52 | 2.78 28

6 [0.007 | -2.815 | 53.45 | 2.67 29

2 |0.000| 7.254 | 75.86 | 3.79 30

3 10.892 | -0.136 | 59.66 | 2.98 31

4 10.898 | -0.129 | 59.66 | 2.98 32
0.023 | 2.338 | 63.51 | 19.05

2.00 = (0.05) (57) t
2.66 = (0.01) (57) t
(27) (5.18)
%76.90
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%75.86 "

%59.66

%59.66

(28)

.(38)

0.023 %63.51

(30)

(31)

(32)

(5.18)
9655.52
(29)
%53.45
19.05 "
0.05

106

www.manaraa.com



.(2006) Shalhoub

¢
(5.19)
(5.19)

“ *%(0.719 ‘ “
0.250 = (0.05) (56) *

0.325 = (0.01) (56) ok

(5.19)
0.01
(2001) Godwin
(o< 0.05)
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(5.20)

(5.20)

(o< 0.05)

67.59| 4.40 | 23.66 [1372| 7
65.82| 6.35 | 29.62 |1718| 9
72.28| 3.98 | 18.07 [1048| 5
68.69| 4.07 | 17.17 [ 996 | 5
63.51| 3.43 | 19.05 |1105| 6
67.23 | 16.58 | 107.57 | 6239 | 32

108
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Digital Signature program
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Digital Signature program

( ) - -
(Text Files)
(
)
(
Functions
6.1
C++
Ms. Access
Microsoft Office
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6.2

(williamstallings.com) Hashing
: Hashing
Hashing
Snerfu .1
Hashing 256Bit  128Bit N
XOR 2
Hashing Birthday N
:MD2, MD4, MDS .2
N
Hashing 128BIT 2
4 3
Hashing 1
Hashing Birthday 2
Snerfu
.MD5 MD2
MD4 MD2 3
MD5
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SHA1 .3

NSA NIST
MDS5
Hashing 160Bit 3
4
.Hashing Birthday
5
(SHA1)
RSA
6.3
N

e DigitalSignatureSenver

Uszer Mame I[

Pazzword I

Accomplizh

6.1)
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User Name

Accomplish (6.2)

digest

6.1)

Password

A DigitalSignatureProject

—5Send
Prepare ‘
[nput file I_
— Recieve
Check ‘
[ript file: I_

(6.2)

62) (6.1)
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(2)
(6.4)

/
User Name |X|
IJzer Hame |
Pazzwaord |
Cancel |
(6.3)

£ DigitalSignatureProject

—Send /
Frepare
Input file |
— Recieve
Check.
Input file s
E =it
(6.4)
114
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Select a file to encrypt using RSA algorithm

Loaok in: I ¢ My Computer

e Local Disk,

2
3

i

L DD Drive (E:
_LCD Drive (F:)
[%My Sharing Folders

File name: |

Open

Files of type: |A|| Files [*.%]

[ ooen |
;I Cancel |d

(1)
(.out)

3)
(6.6)

(6.5)

(6.4)

Select a file to encrypt using RSA algorithm

Laoak in: I i My Computer

sl e ®Eo B

e Local Disk, (C:

..... e

“e*Local Disk (D: ok
4 DYD Drive (E:)
_.LCD Drive (F!)

[%My Sharing Folders

File name: |

Open I

Filess of type: |m| Files [%.%]

LI Cancel |d

(4)

SlLaN Zyl_i.lbl "

(6.6)

(6.4)

www.manaraa.com



116

www.manaraa.com




bl Juarl)
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%72.41 .2

%74.14 .3

%51.72 .4

%32.76 .5

) % 60.34 .6

.10

11

12

13
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(o< 0.05)

(a< 0.05)

o< 0.05)

(o< 0.05)

119

% 78.62 .14

15

%72.76 .16

%71.72 .17

18

19

.20

21

22

23
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" " (2004)

2005 " "

2004

2006 -2005

" (2001)

" (2006)

2006 /

" (2003)

" (2005)
2005
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(2)

7.1

void CDigitalSignatureServerDlg::OnAccomplish()
{

UpdateData();
//Step-1 Generating Random Numbers
GeneratePrimeNumbers();

//Step-2 calculating n=p*q
m_n=m_Primel * m_Prime2;
//Step-3 0=(p-1)(q-1)

m_Undef= (m_Primel-1) * (m_Prime2-1);
//Step-4 Selecting 'e'

SelectE();

//m_e=17,

//Step-5 Calculate 'd'

CalculateD();

//Displaying private and public keys
//(1) Public key KU={e,n}

//(2) Private key KU={d,n}

if (ptrCDigitalSignatureDB.IsOpen())
ptrCDigitalSignatureDB.Close();

ptrCDigitalSignatureDB.Open();
ptrCDigitalSignatureDB.AddNew();
ptrCDigitalSignatureDB.m_DS User=m_UserName;
ptrCDigitalSignatureDB.m_DS_Password=m_Password;
ptrCDigitalSignatureDB.m_DS_d=m_d;
ptrCDigitalSignatureDB.m_DS e=m_e;
ptrCDigitalSignatureDB.m_DS n=m n;
ptrCDigitalSignatureDB.Update();

MessageBox("Done Successfully");

7.2
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Shal.cpp Shal.h Hashing Class

Shal.h

.a

#if defined(AFX_SHA1 H_ 892E0361 14F2 4E6C_85C9 853CFOSACSFS_INCLUDED )
#define AFX_SHA1 H_ 892E0361 14F2 4E6C_85C9 853CFOSACSF8_ INCLUDED

100% free public domain implementation of the SHA-1 algorithm
by Dominik Reichl <dominik.reichl@t-online.de>
Web: http://www.dominik-reichl.de/

Version 1.6 - 2005-02-07 (thanks to Howard Kapustein for patches)
- You can set the endianness in your files, no need to modify the
header file of the CSHA class any more

- Aligned data support

- Made support/compilation of the utility functions (ReportHash
and HashFile) optional (useful, if bytes count, for example in
embedded environments)

Version 1.5 - 2005-01-01

- 64-bit compiler compatibility added

- Made variable wiping optional (define SHA1 WIPE VARIABLES)
- Removed unnecessary variable initializations

- ROL32 improvement for the Microsoft compiler (using _rotl)

SHA1("abc") =
A9993E36 4706816A BA3E2571 7850C26C 9CDODSID

SHA1("abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq") =
84983E44 1C3BD26E BAAE4AA1 F95129ES E54670F1

SHA1(A million repetitions of "a") =
34AA973C D4C4ADAA4 F61EEB2B DBAD2731 6534016F

/*

*/

#ifndef SHA1 HDR
#define  SHA1 HDR

#if |defined(SHA1 UTILITY FUNCTIONS) && !defined(SHA1 NO_UTILITY FUNCTIONS)
#define SHA1 UTILITY FUNCTIONS

#endif

#include <memory.h> // Needed for memset and memcpy

#ifdef SHA1 UTILITY FUNCTIONS
#include <stdio.h> // Needed for file access and sprintf
#include <string.h> // Needed for strcat and strcpy

#endif

#ifdef MSC_VER
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#include <stdlib.h>
#endif

// 'You can define the endian mode in your files, without modifying the SHA1

// source files. Just #define SHA1 LITTLE ENDIAN or #define SHA1 BIG_ENDIAN
// in your files, before including the SHA1.h header file. If you don't

// define anything, the class defaults to little endian.

#if !defined(SHA1 LITTLE ENDIAN) && !defined(SHA1 BIG_ENDIAN)
#define SHA1 LITTLE ENDIAN
#endif

// Same here. If you want variable wiping, #define SHA1 WIPE VARIABLES, if
// not, #define SHA1 NO_ WIPE VARIABLES. If you don't define anything, it
// defaults to wiping.

#if !defined(SHA1 WIPE VARIABLES) && !defined(SHA1 NO_ WIPE VARIABLES)
#define SHA1 WIPE VARIABLES
#endif

T T
// Define 8- and 32-bit variables

#ifndef UINT_32
#ifdef MSC_VER

#define UINT_8 unsigned __int8
#define UINT 32 unsigned __ int32

#else
#define UINT 8 unsigned char

#if (ULONG_MAX == OxFFFFFFFF)
#define UINT 32 unsigned long

#else

#define UINT 32 unsigned int

#endif

#endif
#endif

T
// Declare SHA 1 workspace

typedef union
{
UINT _8 c[64];
UINT 32 1[16];
+ SHA1 WORKSPACE BLOCK;

class CSHA1
{
public:
#ifdef SHA1 UTILITY FUNCTIONS
// Two different formats for ReportHash(...)

{
REPORT_HEX =0,
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REPORT DIGIT=1
#endif

// Constructor and Destructor
CSHAI1();
~CSHA1();

UINT 32 m_state[5];
UINT 32 m_count[2];
UINT 32  reservedl[1];
UINT 8 m_buffer[64];
UINT_8 m_digest[20];
UINT 32  reserved2[3];

void Reset();

// Update the hash value

void Update(UINT 8 *data, UINT 32 len);
#ifdef SHA1 UTILITY FUNCTIONS

bool HashFile(char *szFileName);
#endif

// Finalize hash and report
void Final();

// Report functions: as pre-formatted and raw data
#ifdef SHA1 UTILITY FUNCTIONS

void ReportHash(char *szReport, unsigned char uReportType = REPORT HEX);
#endif

void GetHash(UINT 8 *puDest);

private:
// Private SHA-1 transformation
void Transform(UINT 32 *state, UINT_8 *buffer);

// Member variables
UINT 8 m_workspace[64];
SHA1 WORKSPACE BLOCK *m_block; // SHA1 pointer to the byte array above
¥
//#endif
/f#endif // \defined(AFX_SHA1 H_ 892E0361 14F2 4E6C 85C9 853CF05ACS5F8 INCLUDED )

/I{{AFX_ INSERT LOCATION}}
/I Microsoft Visual C++ will insert additional declarations immediately before the previous line.

#endif // |defined(AFX_SHA1 H_ 892E0361 14F2 4E6C_85C9 853CFO5SACSF8_INCLUDED )
#endif // |defined(AFX_SHA1 H__892E0361 14F2 4E6C_85C9 853CFO5SACS5F8__INCLUDED )

Shal.cpp .b

/*
100% free public domain implementation of the SHA-1 algorithm
by Dominik Reichl <dominik.reichl@t-online.de>
Web: http://www.dominik-reichl.de/

Version 1.6 - 2005-02-07 (thanks to Howard Kapustein for patches)

- You can set the endianness in your files, no need to modify the
header file of the CSHA class any more
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- Aligned data support

- Made support/compilation of the utility functions (ReportHash
and HashFile) optional (useful, if bytes count, for example in
embedded environments)

Version 1.5 - 2005-01-01

- 64-bit compiler compatibility added

- Made variable wiping optional (define SHA1 WIPE VARIABLES)
- Removed unnecessary variable initializations

- ROL32 improvement for the Microsoft compiler (using _rotl)

======== Test Vectors (from FIPS PUB 180-1) ======—==

SHA1("abc") =
A9993E36 4706816A BA3E2571 7850C26C 9CDODSID

SHA1("abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq") =
84983E44 1C3BD26E BAAE4AA1 F95129ES E54670F 1

SHA1(A million repetitions of "a") =
34AA973C D4C4DAA4 F61EEB2B DBAD2731 6534016F
*/
#include "stdafx.h"
#include "DigitalSignatureProject.h"
#include "SHA1.h"

#ifdef DEBUG

#define new DEBUG _NEW

#undef THIS _FILE

static char THIS FILE[]=_FILE ;
#endif

#ifdef SHA1 UTILITY FUNCTIONS
#define SHA1 MAX FILE BUFFER 8000
#endif

// Rotate x bits to the left

#ifndef ROL32

#ifdef MSC VER

#define ROL32(_val32, nBits) rotl(_val32, nBits)

#else

#define ROL32(_val32, nBits) (((_val32)<<(_nBits))|((_val32)>>(32-(_nBits))))
#endif

#endif

#ifdef SHA1 LITTLE ENDIAN
#define SHABLKO(i) (m_block->1[i] =\
(ROL32(m_block->1[1],24) & 0xFFOOFF00) | (ROL32(m_block->1[i],8) & 0x00FFOOFF))
#else
#define SHABLKO(i) (m_block->1[i])
#endif

#define SHABLK (i) (m_block->1[i&15] = ROL32(m_block->1[(i+13)&15] * m_block->1[(i+8)&15] \
Am_block->1[(i+2)&15] » m_block->1[i&15],1))

// SHA-1 rounds

#define  RO(V,W,x,y.,z.i) { z+=((W&(x"y))"y)+SHABLKO(i)+0x5A827999+ROL32(v,5);
w=ROL32(w,30); }
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#define R1(v,w.x,y,z,1) { z+=((W&(x"y))"y)+SHABLK(i)+0x5A827999+ROL32(v,5);
w=ROL32(w,30); }

#define R2(v,w,x,y,z,1) { z+=(w"x"y)+SHABLK(i)+0x6ED9EBA1+ROL32(v,5); w=ROL32(w,30); }
#define R3(v,w,x,y,z,1) { z+=(((w]x)&y)|(W&x))+SHABLK(i)+0x8F 1 BBCDC+ROL32(v,5);
w=ROL32(w,30); }

#define R4(v,w,x,y,z,1) { z+=(w"x"y)+SHABLK(i)+0xCA62C1D6+ROL32(v,5); w=ROL32(w,30); }

CSHAI1::CSHAL()

{
m_block = (SHA1 _WORKSPACE BLOCK *)m_workspace;
Reset();

b

CSHA1::~CSHA1()

{
Reset();

H

void CSHA1::Reset()

{
// SHA1 initialization constants
m_state[0] = 0x67452301;
m_state[1] = 0OXEFCDABS89;
m_state[2] = 0x98BADCFE;
m_state[3] = 0x10325476;
m_state[4] = 0xC3D2EI1FO0;
m_count[0] = 0;
m_count[1] = 0;

H

void CSHA1::Transform(UINT 32 *state, UINT 8 *buffer)

{

/I Copy state[] to working vars
UINT 32 a=state[0], b = state[1], c = state[2], d = state[3], e = state[4];

memcpy(m_block, buffer, 64);

//'4 rounds of 20 operations each. Loop unrolled.

_RO(a,b,c,d,e, 0); RO(e,a,b,c,d, 1); RO(d,e,a,b,c,2); RO(c,d,e,a,b, 3);
_RO(b,c,d,e,a, 4); RO(a,b,c,d,e, 5); RO(e,a,b,c,d, 6); RO(d,e,ab,c, 7);
_RO(c,d,e,a,b, 8); RO(b,c,d,e,a,9); RO(a,b,c,d,e,10); RO(e,a,b,c,d,11);
_RO0O(d,e,a,b,c,12); RO(c,d,e,a,b,13); RO(b,c,d,e,a,14); RO(a,b,c,d,e,15);
_Rl(e,a,b,c,d,16); RI1(d,e,a,b,c,17); Rl(c,d,e,a,b,18); RI(b,c,d,e,a,19);
_R2(a,b,c,d,e,20); R2(e,ab,c,d,21); R2(d,e,a,b,c,22); R2(c,d,e,a,b,23);
_R2(b,c,d,e,a,24); R2(a,b,c,d,e,25); R2(e,a,b,c,d,26); R2(d,e,a,b,c,27);
_R2(c,d,e,a,b,28); R2(b,c,d,e,a,29); R2(a,b,c,d,e,30); R2(e,a,b,c,d,31);
_R2(d,e,a,b,c,32); R2(c,d,e,a,b,33); R2(b,c,d,e,a,34); R2(a,b,c,d,e,35);
_R2(e,a,b,c,d,36); R2(d,e,a,b,c,37); R2(c,d,e,a,b,38); R2(b,c,d,e,a,39);
_R3(a,b,c,d,e,40); R3(e,ab,c,d,41); R3(d,e,ab,c,42); R3(c,d,e,a,b,43);
_R3(b,c,d,e,a,44); R3(a,b,c,d,e,45); R3(e,ab,c,d,46); R3(d,e,a,b,c,47);
_R3(c,d,e,a,b,48); R3(b,c,d,e,a,49); R3(a,b,c,d,e,50); R3(e,a,b,c,d,51);
_R3(d,e,a,b,c,52); R3(c,d,e,a,b,53); R3(b,c,d,e,a,54); R3(a,b,c,d,e,55);
_R3(e,a,b,c,d,56); R3(d,e,a,b,c,57); R3(c,d,e,a,b,58); R3(b,c,d,e,a,59);
_R4(ab,c,d,e,60); R4(e,ab,c,d,61); R4(d,e,ab,c,62); R4(c,d,e,a,b,63);
_R4(b,c,d,e,a,64); R4(a,b,c,d,e,65); R4(e,ab,c,d,66); R4(d,e,a,b,c,67);
_R4(c,d,e,a,b,68); R4(b,c.d,e,a,69); R4(ab,c,d,e,70); R4(e,a,b,c,d,71);
_R4(d,e,a,b,c,72); R4(c,d,e,a,b,73); R4(b,c,d,e,a,74); R4(a,b,c,d,e,75);
_R4(e,ab,c,d,76); R4(d,e,a,b,c,77); R4(c,d,e,a,b,78); R4(b,c,d,e,a,79);
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/I Add the working vars back into state
state[0] += a;

// Wipe variables
#ifdef SHA1 WIPE VARIABLES
a=b=c=d=e=0;
#endif
}

// Use this function to hash in binary data and strings
void CSHA1::Update(UINT _8 *data, UINT 32 len)

{
UINT 321, j;

j=(m_count[0] >>3) & 63;
if((m_count[0] +=len << 3) < (len << 3)) m_count[1]++;
m_count[1] += (len >> 29);

if((j + len) > 63)

{
i=64-];
memcpy(&m_buffer[j], data, i);
Transform(m_state, m_buffer);

for(; 1+ 63 <len;i+=64) Transform(m_state, &data[i]);

=0
}

elsei=0;

memcpy(&m_buffer[j], &data[i], len - i);
}

#ifdef SHA1 UTILITY FUNCTIONS
// Hash in file contents
bool CSHA1::HashFile(char *szFileName)

{

unsigned long ulFileSize, ulRest, ulBlocks;
unsigned long i;

UINT_8 uData[SHA1 MAX FILE BUFFER];
FILE *fIn;

if(szFileName == NULL) return false;

fIn = fopen(szFileName, "r");
if(fln == NULL) return false;

fseek(fIn, 0, SEEK END);
ulFileSize = (unsigned long)ftell(fIn);
fseek(fIn, 0, SEEK _SET);

if(ulFileSize != 0)
{
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ulBlocks = ulFileSize / SHA1 MAX FILE BUFFER;
ulRest = ulFileSize % SHA1 MAX FILE BUFFER;

}
else
{
ulBlocks = 0;
ulRest = 0;
}
for(i = 0; 1 < ulBlocks; i++)
{
fread(uData, 1, SHA1 MAX FILE BUFFER, fln);
Update((UINT_8 *)uData, SHA1 MAX FILE BUFFER);
}
if(ulRest !=0)
{
fread(uData, 1, ulRest, fIn);
Update((UINT_8 *)uData, ulRest);
H
fclose(fIn); fIn = NULL,;
return true;
h
#endif

void CSHA1::Final()

{
UINT 32 1i;
UINT _8 finalcount[8];

for(i=0;1<8; i++)
finalcount[i] = (UINT_8)((m_count[((i>=4)?0: 1)]
>>((3-(1&3)) *8)) & 255); // Endian independent

Update((UINT_8 *)"200", 1);

while ((m_count[0] & 504) 1= 448)
Update((UINT_8 *)™0", 1);

Update(finalcount, 8); // Cause a SHA 1Transform()
for(i=0; 1 <20; i++)

m_digest[i] = (UINT_8)((m_state[i >> 2] >> (3 - (i & 3)) * 8) ) & 255);
§

// Wipe variables for security reasons
#ifdef SHA1 WIPE VARIABLES

i=0;

memset(m_buffer, 0, 64);

memset(m_state, 0, 20);

memset(m_count, 0, 8);

memset(finalcount, 0, 8);

Transform(m_state, m_buffer);
#endif

}

#ifdef SHA1 UTILITY FUNCTIONS
// Get the final hash as a pre-formatted string
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void CSHA 1::ReportHash(char *szReport, unsigned char uReportType)

{
unsigned char i;
char szTemp[16];
if(szZReport == NULL) return;
if(tuReportType == REPORT HEX)
{
sprintf(szTemp, "%02X", m_digest[0]);
strcat(szReport, szTemp);
for(i=1;1<20; i++)
{
sprintf(szTemp, " %02X", m_digest[i]);
strcat(szReport, szTemp);
}
}
else if(uReportType == REPORT DIGIT)
{
sprintf(szTemp, "%u", m_digest[0]);
strcat(szReport, szTemp);
for(i=1;1<20; i++)
{
sprintf(szTemp, " %u", m_digest[i]);
strcat(szReport, szTemp);
}
}
else strepy(szReport, "Error: Unknown report type!");
h
#endif

// Get the raw message digest
void CSHA1::GetHash(UINT_8 *puDest)

{
memcpy(puDest, m_digest, 20);
}
Digest ¢
void CDigitalSignatureProjectDIg::OnMakeDigest()
{
char InFile[200];
char OutFile[200];
UpdateData();

strepy(InFile,m_InputFile);
strepy(OutFile,m_OutputFile);

HashFile(InFile,OutFile);
{

//2- Get the public key of the current user from the database server

//search for the user name in the database

UpdateData();

if(ptrDigitalSignatureDB.IsOpen())
ptrDigitalSignatureDB.Close();
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ptrDigitalSignatureDB.Open(0,"SELECT * FROM Users WHERE
Users.DS_User=""+m_UserName+"");
ptrDigitalSignatureDB.MoveFirst();

}

Encrypt("c:\\Temp.txt", m_OutputFile);

ptrDigitalSignatureDB.Close();

}
. ¢
void CDigitalSignatureProjectDlg::OnPrapare()
{
char InFile[200];
UpdateData();
strepy(InFile,m_InputFile);
//1-Doing Hash Code////////11111111111111T71171111T17171H171111]
HashFile(InFile,"c:\\TempSourcel.hc");

//2- combine the original file with the hash code file/////////////////

nn

Combine(InFile,"c:\\TempSourcel.hc","c:\TempSource2.cmb");

/14~ Doing RSA encryption ////////1/111111TT111HT111T110011117711
Encrypt("c:\\TempSource2.cmb", "c:\\TempSource2.enc");

//5- Combine the user name and the enc block

char Buffer[200];
strepy(Buffer,InFile);

Buffer[strlen(InFile)-3]=NULL;
strcat(Buffer,"out");

Combine(1,"c:\\TempSource2.enc",Buffer);

¢

void CDigitalSignatureProjectDlg::Oncheck()
{

char InFile[200];
UpdateData();
strcpy(InFile,m InputReceivingFile);
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//0- seperate the original file and the User Name//////////////1//
CString SenderUser;
Seperate(1 ,&SenderUser,InFile ,"c:\\TempDist1.inc");//org=original one

if(MessageBox("Do you want to proceed with a letter comes from:"+SenderUser,"",4)!=6)
return;

//0- Quering from the database///////////11/111111111111111111111111111
QeringForUser(SenderUser);

//1-Decrypt the incomming file ///////////111111111171T7111111107711
Decrypt("c:\\TempDist1.inc","c:\\TempDist1.dec");//dec= decrypted one

/12- seperate the original file and the hash code file/////////////////

"non

Seperate("c:\\TempDistl.dec" ,"c:\\TempDistl.org","c:\\TempDist1.hc");//org=original one

/13- Doing Hashing for original one///////////1/1/1111111111111111111111117111
HashFile("c:\\TempDist1.org","c:\\TempDist2.hc");

//4- compare the 2 hashing code files
int CheckFlag=Compare("c:\\TempDist2.hc","c:\\TempDist1.hc");

if ( CheckFlag==-1)
MessageBox("File error");
else if (CheckFlag==2)
MessageBox("Not indetical");
else if(CheckFlag==1)
{
MessageBox("OK");
ShellExecute(NULL,"open","c:\\TempDist1.org",NULL,NULL,SW MAXIMIZE);

¢

void CDigitalSignatureProjectDIg::Encrypt(CString infile, CString outfile)
{
int NO_BITS=32;
double ¢c=0,d=1;
char bits[100];
double n=(double)m_n;
unsigned char ch;
double data;//19;
long 1,k=NO_BITS;
CString str;
int sizeof d=sizeof(double);

FILE *inFP, *outFP;
inFP=fopen(infile,"r");
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if(inFP==NULL)

{
str.Format("\nERROR: Couldn't open input file: %s\nAborting operation",infile);
DumpNotes(str); /!
return;
}

outFP=fopen(outfile,"w");
if(outFP==NULL)

{
str.Format("\nERROR: Couldn't create output file: %s\nAborting operation”,outfile);
DumpNotes(str); /!
fcloseall();
return;
}

//change integer 'm' to binary
D to B(m_e,32,bits);
GetOnlyProperBits(bits);
k=NO_BITS = strlen(bits)-1;

while(1)
{
//read from ip file into 'data’
if(fread(&ch,1,1,inFP)==0)
break;
data =(double)ch;

//calculate ((data)e mod n) .i.e the remainder
c=0;d=1;
for(i=k;i>=0;i--)
{
c=2%c;
d=fmod(d*d,n);
if(bits[NO_BITS-i] =="1")
{
c=c+tl;
d=fmod(data*d,n);
}//end of IF
}//end of for loop

//write to op file from 'd'
fwrite(&d,sizeof d,1,0utFP);

}//end of while loop

fcloseall();
}//end of encrypt

void CDigitalSignatureProjectDlg::Decrypt(CString infile, CString outfile)
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int NO_BITS;

double ¢=0,d=1;

char bits[100];

double n=(double)m nl;
double data;//19;

long 1,k;

CString str;

int sizeof d=sizeof(double);

FILE *inFP, *outFP;

inFP=fopen(infile,"r");

if(inFP==NULL)

{
str.Format("\nERROR: Couldn't open input file: %s\nAborting operation",infile);
return;

}

outFP=fopen(outfile,"w");
if(outFP==NULL)

{
str.Format("\nERROR: Couldn't create output file: %s\nAborting operation”,outfile);
fcloseall();
return;

H

//change integer 'd' to binary
D to B(m_d,32,bits);
GetOnlyProperBits(bits);
k=NO_BITS = strlen(bits)-1;

while(1)
{
//read from ip file into 'data’
if(fread(&data,sizeof d,1,inFP)==0)
break;

//calculate ((data)e mod n) .i.e the remainder
c=0;d=1;
for(i=k;i>=0;i--)
{
c=2%*c;
d=fmod(d*d,n);

if(bits[NO_BITS-i] =="1")
{
c=c+l;
d=fmod(data*d,n);
}//end of IF
}//end of for loop

//write to op file from 'd'

unsigned char ch=(unsigned char)d;
fprintf(outFP,"%c",ch);
/Iwrite(&ch,1,1,0utFP);

148

www.manaraa.com



H/end of while loop
fcloseall();

}//end of encrypt

Digital Signature Project — Use Case Diagram

System

Receive The Message
—

v Combine message &digest
Create Digest

Compare between the sent

Encrypt message &digest

.
‘Send encrypted comination
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and the created Digest

Raciever

Server (Certificate Providgr)

Check for Certificate
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